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STAY ALERT, STAY UNITED AND STAY STRONG.
BE PART OF THE SGSECURE MOVEMENT.
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In today’s digital landscape where companies are
moving more services and transactions online, the risk

from cyber threats is increasing. Such cyber threats
range from theft of confidential data to cyber terrorism

and pose significant risks to businesses. As
cybercriminals become more sophisticated,

organisations must take proactive measures to
safeguard their systems and operations.

Cybersecurity is a core pillar of the SGSecure
movement, which strengthens Singapore’s resilience

against cyber threats. By safeguarding critical
infrastructure, protecting sensitive data and ensuring

business continuity, cybersecurity is essential to
organisational and national security.

1. Data breaches resulting in
theft of confidential
information, personal data,
financial records and
proprietary business
information.

3. Severe disruptions to
operations and services,
causing missed deadlines,
unsatisfied customers, and
even damaged business
relationships.

2. Significant financial impacts
due to fraud, ransomware
payments, as well as costly
recovery and system
reinforcement processes.

4. Legal and regulatory
consequences, including
hefty fines and legal action
from affected parties.

Through SGSecure@Workplaces, businesses are encouraged to
implement robust cybersecurity measures, conduct risk assessments,
and educate employees on the importance of cybersecurity. This
collective effort enhances workplace resilience and strengthens
Singapore’s overall defence against cyber threats.

1. Implement strong access
controls and authentication
measures

This includes using complex
passwords, multi-factor
authentication, and role-based
access control to ensure that
only authorised personnel can
access sensitive systems and
data.

2. Regularly update and patch
software and systems

Cybercriminals often exploit
known vulnerabilities in outdated
software. Keeping all systems
up-to-date is a crucial line of
defence against these threats.

3. Conduct employee training on
cybersecurity best practices

Human error remains one of the
biggest cybersecurity risks.
Equip staff with the knowledge to
identify phishing scams, practise
good password hygiene, and
handle sensitive datasecurely.

4. Use encryption for sensitive
data

Encrypting data both in transit
and at rest adds an extra layer of
protection, ensuring that even if
data is intercepted or stolen, it
remains unreadable to
unauthorised parties.

5. Develop and test incident
response plans

Despite best efforts, breaches
can still occur. Having a well-
rehearsed plan in place can
minimise damage and speed up
recovery time in the event of an
incident.

This year’s Exercise SG Ready (ESR), co-led by the Ministry of
Defence (MINDEF) and the Energy Market Authority (EMA),
focuses on strengthening Singapore’s preparedness against

power disruptions. Simulating a prolonged outage caused by a
phishing attack, the exercise encourages organisations to plan for

disruptions and enhance response strategies.

From 15 to 28 February 2025, more than 800 organisations,
schools, and businesses will conduct activities to bolster business
continuity plans, particularly in managing power disruptions and

cyber threats.

Organisations are encouraged to use the following resources to
help strengthen their business continuity plans:

1. Guide on Managing Power Outages for Organisations:

This includes using complex passwords, multi-factor authentication,
and role-based access control to ensure that only authorised
personnel can access sensitive systems and data.

2. Cyber Resilience Guide for Boards:

Developed by the Singapore Institute of Directors, Cyber Security
Agency of Singapore, NCS, and ISTARI, this guide offers insights for
board members to effectively manage and mitigate cyber risks.

3. Self-Facilitated Table-Top Exercise (TTX) Packages:

Nexus, MINDEF has developed two TTX packages to help
organisations and businesses review their contingency plans using
the ESR2025 Scenario Video.

mailto:SGSecure_Workplaces@mom.gov.sg
https://www.gowhere.gov.sg/sgready/
https://www.gowhere.gov.sg/sgready/

