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This presentation is for general 
purposes only and may not be 
accurate, suitable for, or applicable 
in your specific circumstances. You 
are advised to obtain your own 
independent advice.
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Cyber Incident Case Study – The Background

A client contracted us to perform a forensic investigation into a cyber security breach.

Source https://www.nist.gov/cyberframework

WHAT WE DID: 
Conducted an analysis on the 
security incident following the NIST 
Incident Response framework. 

OBJECTIVE:
This analysis aims to perform a triage 
on the incident so that a strategy can 
be provided on the next step for the 
client.
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Incident #1 – Hela Ransomware

WHO: WHEN: 

WHAT HAPPENED: 

• Users reported that they cannot login and access to the company network

• IT team checked and discovered that they was a large number of the files in the domain 
controller and network drive with an ‘.hela’ extension

• Their domain controller is located on premise

• IT team later discovered that their backup drive on the same domain controller was also 
affected

• There was a “!!Read_me.7B62F.html” file 

A listed company 28 July 2021
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Incident #1 – Hela Ransomware Analysis 
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Incident #1 – Hela Ransomware Analysis 

IT clicked on the Read_me
file and the message is as 
follows 



What to 
do next?
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Firewall Analysis

We advised the IT team to check the firewall logs to determine if any data was copied out of 
the network. If personal data is involved, the company will need to inform PDPC.
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Internet Research

We did a web research on the email address in the Read-me message

christiain1986@tutanota.com
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Internet Research

https://medium.com/s2wlab/sow-w5-july-en-story-of-the-week-ransomware-on-the-darkweb-d142ea4a3fe2
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Next Action Steps 

Backup and recovery process

• IT team reported the case to the Singapore Police Force (“SPF”) and Cyber 
Security Agency (“CSA”)

• The SPF proposed a list of decryptor tools to decrypt the files but it did not work

• The CSA informed the company that they will revert back again in a few days

Notification to relevant authorities on the cyber incident

• We advised their IT team to perform a cloud backup of their SaaS HR and 
Finance data

• Their file server contained a lot of operational data which included Contracts, 
Projects files, Marketing data, etc.
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Next Action Steps

• IT updated the Board and Management that a lot of the files in the file server were encrypted with an 
‘.hela’ extension.

• These files consisted of the day-to-day internal business operations, HR details and customers 
personal details.

What will be your next 
course of action?

z
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The Story Continues 

• IT tried to perform data restoration from their backup

• But discover that their backup had been also encrypted

• They did not receive any follow up email from the attackers demanding ransom  

• STORY ENDING - Company data is encrypted forever!
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Hot News

What is the biggest news on the internet NOW?
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Hot News

Previously, it was…



16

Hot News

Just a few MONTHS ago
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Hot News
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Started a Long Time Ago

Source : https://www.straitstimes.com/singapore/courts-crime/scam-linked-to-covid-19-victims-lose-110k-to-fake-officials
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WHAT HAPPENED: 

Incident #2 

• CEO received an anonymous email with personal data of 5 senior members. These included their 
addresses, phone numbers, emails, and date of births.

• Head of IT was asked to investigate and there were no abnormal activities.

• There were abnormal incoming and outgoing traffic information on the logs.

• CEO received a 2nd anonymous email with a link to a video file.

• IT downloaded the file onto a standalone computer and clicked on the video file.

• The video plays showing that the attacker have access to a spreadsheet that contained all their customer 
information and internal HR information.

• CEO received a 3rd anonymous email that asked for 2 bit coins within 24 hours. If not, their confidential 
data would be released on the dark web.



z

What will be your next course of action?

Should you pay?

What if your company has a ‘No pay’ policy 
for any ransomware attack?

Should you pay the ransom?

SingCERT does not recommend paying the ransom. Doing so does not guarantee 
that the data will be decrypted or that your data will not be published by threat actors. 

It also encourages the threat actors to continue their criminal activities and target 
more victims. Threat actors may also see your organisation as a soft target and 

may strike again in the future.
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Impact

• Personal information related to HR or any others could be compromised and this could 
be a violation of the Personal Data Protection Act. If there is a confirmed compromise of 
personal data, the DPO will need to activate the data breach response plan and notify 
PDPC within 3 calendar days if there is a material impact.

• Confidential financial information could be compromised and this could be used to the 
advantage of the attacker and this could be a violation of the SGX listing Act on “Insider 
trading”. 

• Confidential business/operation information could be compromised and this might be 
disadvantage to the company if there is/are any potential business collaboration 
activities. 
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Security Tips 

Make sure you protect all 
personal information, not 
only yours but those that 
you are handling as well

Do not send to your 
personal account any 
confidential information

Protect your personal 
email account with 2FA
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Vendor Considerations 



24

Hot News
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Hot News
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CSA Cyber Security Landscape 2020

The below key malicious cyber activities in 2020 are referenced from the Cyber Security Agency 
Singapore Cyber Security Landscape 2020 report.

Key malicious cyber 
security threats

Descriptions
Risk 
index

Ransomware
89 ransomware cases were reported to CSA in 2020, a sharp rise of 154 per cent from the 35 cases reported in 
2019. The cases affected mostly Small-and-Medium Enterprises (SMEs), and hailed from sectors such as 
manufacturing, retail and healthcare.

High

Malicious Command and 
Control (C&C) Servers & 
Botnet Drones 

CSA detected about 6,600 botnet drones with Singapore IP addresses daily, an increase from 2019’s daily 
average of 2,300. Variants of the Mirai and Gamarue malware were prevalent among infected botnet IP 
addresses in 2020, with Mirai malware, which primarily targets Internet-of-Things (IoT) devices, staying strong 
due to the continuing growth of IoT devices locally.

Low

Phishing
Globally, 2020 saw a surge in COVID-19-related phishing campaigns. COVID-19 themes very likely accounted for 
over 4,700 of malicious URLs spoofing local entities and services that were in greater demand during Singapore’s 
circuit breaker period, which included online retail and payment portals.

High
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CSA Cyber Security Landscape 2020

The below key malicious cyber activities in 2020 are referenced from the Cyber Security Agency 
Singapore Cyber Security Landscape 2020 report.

Key malicious cyber 
security threats

Descriptions
Risk 
index

Website Defacements

495 ‘.sg’ websites were defaced in 2020, a decrease of 43 per cent from 873 in 2019. The majority of victims 
were SMEs, and no government websites were affected. The significant fall in 2020 is consistent with global 
trends and suggests that activist groups could have chosen other platforms with potentially wider reach (e.g. 
social media) to embarrass their victims.

Moderate

Cybercrime
Online cheating2 cases made up the top cybercrime category in Singapore, recording a rise of almost 62 per cent 
from 7,580 cases in 2019, to 12,251 cases in 2020. This trend is attributed to the rapid growth of e-commerce

Low
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Anticipated Cybersecurity Trends
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COVID-19 Impact 

Source : https://www.interpol.int/
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Are you able to IDENTIFY a 
phishing or fake email?

If unsure, please VERIFY!
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WFH Risks 
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WFH Risks
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When you are working from home, 
ensure PASSWORD CONTROL 

to connect to your WIFI?

Ensure ENCRYPTION is enabled.
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Collaboration Tools Risk

JAN 27, 2016
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DOUDLE VERIFY with the sender 
if you are asked to click or 
download any links or files.
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How to Keep Malicious Software Off My Computer?

 Be suspicious

 Comply with security policies and procedures

 Never disable or tamper with virus protection software

 Always scan files from external storage media

 Never re-configure your computer to provide file sharing or web 
application services

 Report any suspicious programs 
found running on your PC
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As a General Good Practice

If you received such 
email, please 

immediately delete 
the email

DO NOT open any files 
and/or click on links from 

unknown email

If in doubt, check
with your local IT 

support
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Cyber Risks 
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Technology Risks 
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Information Risks 
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PDPA Updates 
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PDPA Updates 
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PDPA Updates 
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Important Things to Note

Constant education & 
awareness is required

Cyber resilience involves 
continuously 

strengthening the risk 
management process

Leverage on 
auditor’s 

experiences
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Cyber Insurance

Are you protected with cyber insurance?
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Cyber Digital Footprint (Threat Intelligence/ Hunting)
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Singapore’s Push for Digitalisation



In Conclusion

1. Support from the Boards, Directors and management is very 
important

2. Technology risk should always be part of the organisation risk 
management framework

3. Boards, Directors and Management must always try to stay 
abreast with the latest technology news and risks

If not, you will become another cyber breach statistic! 
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