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Today’s Threat Landscape

What Really Happens in an Attack?

I’ve Been Compromised: What Are My Options?

What Must I Do to Stay Secure?

Can I Afford it?

Q&A



$5.2
trillion

2019-2023 
Value at risk globally 
from cyberattacks

SHIPPING

HEALTHCARE

FINANCE

INFRASTRUCTURE

HOSPITALITY

UKRAINE 
POWER GRID

Shut down 17 Maersk shipping terminals globally for 
more than a week

143 million Americans affected.

3 Ukrainian power distribution companies disrupted; 
230K people without electricity for 1-6 hrs

4 year undetected breach ; 500 million customers 
affected. 

Cybersecurity Attacks Are Everywhere

Source: The Cost of Cybercrime: Ninth Annual Cost of Cybercrime Study, Unlocking the Value of Improved Cybersecurity Protection, Ponemon Institute and Accenture

First ransomware-related death



RANSOMWARE



A compromise is one too many!

Spear Phishing, Insider 
Threat

Mapping out the Entire 
Network for File Servers 
and Systems 

Data Exfiltration of 
Sensitive Information i.e 
Customer’s Data, 
Intellectual Property 

Ransomware 
Deployment via 
Domain Controller 
to every Endpoint

Getting in touch with Cyber 
Criminals to Negotiate the 
Ransom

Data leakage on a public 
repository but password 
protected

What’s Next?



I’ve Been Compromised: What Are My Options?

58%
Extortionist attempt to 
extort a 2nd Ransom after 
receiving 1st payment

42%
Did NOT decrypt the files 
after receiving payment

3%
Files lost or corrupted 
during the encryption 
and decryption  process

PDPA Fines
In the event of a data breach, a company can be fined up to 10 per cent 
... of its annual turnover in Singapore or $1 million, whichever is higher.



What Should Organisations Do?

1 Cybersecurity 
Awareness

- Cybersecurity Awareness 
Training for Employees

- Adoption of good Cybersecurity 
Habits



What Should Organisations Do?

Enable 2FA/MFA 2
- MFA Secures Online Accounts at 

the Perimeter
- Low Cost / Free Options



What Should Organisations Do?

3Ensure Visibility 
over any type of 
New Activity 

- Advance Security Controls to 
Detect Advance Threats 
(Insider?)



What Should Organisations Do?

4 - Advance Security Controls to 
Stop potential Ransomware 
Attacks that Cripples 
Organisations



What Should Organisations Do?

5- Always be prepared for a rainy 
day! Adopt good End-to-End 
Process from Detection to 
Response



What Should Organisations Do?

1 Cybersecurity 
Awareness Enable 2FA/MFA 3Ensure Visibility 

over any type of 
New Activity 

4 5
2



One-Stop Security-as-a-Service

- One-stop Security-as-a-Service 
for businesses and individuals 

- Addresses CSA 7 Essentials 
delivered in an integrated 
solution to make it a 
cost-effective solution for even 
small organisations.

https://www1.reaqta.com/reaqta-abcd

http://www.youtube.com/watch?v=hJ_f2xBhJJs


Asset Based Cyber Defense (ABCD) 

- ABCD is a Pre-Approved solution under SME Go Digital
https://govassist.gobusiness.gov.sg/productivity-solutio
ns-grant/itsolution/it/ 
Under Pre-Scoped IT Solution -> IT -> Managed Detection 
and Response

- Productivity Solution Grant (PSG)
Funding up from 70% to 80% till 31st December 2020.
https://govassist.gobusiness.gov.sg/productivity-solutio
ns-grant/  

Further Queries? Reach us at: 
a.puah@reaqta.com



Quiz

Identify the official web link from POSB/DBS

a. Internet-baking-dbs.com
b. P0sb.com.sg
c. Dbs.com.sg
d. dbsgoinfo.com

Hackers usually try to replace similar looking letters with numbers or 
even typos to trick users into thinking they at a legitimate site.



Q & A

Further Queries? Reach us at: 
a.puah@reaqta.com


