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Technical Guidelines

1. Technical Guidelines

Topic
Description

This user guide allows the user to setup and configure the Personal Computer
(PC), to access the WP Online functions provided by MOM.

It is assumed that the user of the WP Online system is familiar with the use of
web browsers to access the internet. As such, usage of the web browsers will
not be covered in this user guide.

At the end of this topic, you will be able to:

Setup and configure the PC, to access the WP Online functions provided by
MOM.
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1.1 Recommended PC Configuration

The minimum and recommended hardware and software requirements are below:

S/N | Hardware/ Minimum PC Recommended PC Configuration
Software Configuration
- Pentium processor - Pentium processor 1.0 GHz
1 PC 450 MHz - 256 MB RAM
- 64 MB RAM - 2 GB Hard-disk
- 1 GB Hard-disk
Internet Explorer (IE) Internet Explorer (IE) version 6
2 Web Browser version 5.0 and above
OR OR
Netscape Netscape Communicator (NC) version
Communicator (NC) 7.1
version 7.1 and above.
Able to support the Able to support the above Web
3 Operating System above Web Browser Browser versions.
versions.
For IE6, Windows
For IE5.0, Windows 98 /98SE / ME / NT 4.0 (SP6a) / 2000
95/98/98SE/NT4.0 |/XP
(SP2). Refer to www.msn.com for the
Refer to www.msn.com | Operating System for Internet
for the Operating Explorer web browsers.
System for Internet
Explorer web browsers. | For NC7.1, Windows
98 /98SE / ME / NT 4.0/ 2000 / XP
For NC7.1, Windows Refer to www.netscape.com for the
95/98/ NT 4.0 (SP2). | Operating System for Netscape
Refer to Communicator web browsers.
www.netscape.com for
the Operating System
for Netscape
Communicator web
browsers.
4 Printer Any Laser Jet Printer Any Laser Jet Printer
56kbps ADSL or Broadband Access
5 Modem

(Please refer to your Internet Service
Provider for the PC requirements.)

WP Online: User Guide
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ADSL = Asymmetric Digital Subscriber Line, generally offered at downstream data rates from 512
Kbps to about 6 Mbps.

1.2 Installing Barcode Fonts

STEP 1: Click on ‘Download Information’ and click on the ‘Bar Code Font’ as shown in Figure 1.2-1.

Note: You will be prompted to save the barcode font in your PC. Simply save it to C:\ or a directory
of your choice.

WPOL Menu Retrieve Message-PIWPSOLOMG37-26/03/2007
=Ny ¢ SXXXX777C-SUZANNA CHENG

ogou 0001111- ANGKASA CONSTRUCTION PTE LTD
E-Apply
F-withdraw

Important: You will encounter difficulties with your transaction request if your web
browser is not configured properly. To find out how to do the correct configuration,
please click here.

#-Cancel In-Principle
Approval (IPA)

- Issue

H-Renew Message Details

B-Cancel Note:

#-Tier Swapping / The message will be deleted from your inbox after the '"Message Purge Date'. You
Conversion may wish to print a copy of the message for reference before the purge date.

#-Change Particulars
#=-Amend Malaysian
Restricted Passport
(MRP) to International
Passport (MIP)

Results Found: 3

For employers of

14/02/2007 MEDIUM 070214086213 15/04/2007 certificated/non-

H-Manage User Account
B Enquire

#-Print Letters /

Forms / Receipts
#-View Online Message

#-View Forms and
Guidelines

E-Download Information

E-Bar Code Fgnt
él--Conditions Eﬁﬂ-‘ork
Permit / Visit Pass for
: Foreign Worker

él--Conditions of Work
¢ Permit for Employer of
¢ Construction Woarker

- Conditions of Wark
Permit for Employer of
Foreign Worker

certificated crew

Waorkmen's Compensation
Insurance (WCI) paolicy
issued by Aviva General
Insurance Pte Ltd and
validity of WCI policy.
COMPUTATION OF
COMPAMY FOREIGN
WORKER QUOTA

14/02/2007 MEDIUM 070213086209 15/04/2007

06/01/2007 HIGH 070106076746 05/04/2007

Page 1

(I) How to Add Allowed Site(s) to the Pop-up Blocker (Internet Explorer 5.0 and
above)

If you are using a pop-up blocker, you must add the URLs below to your list of allowed
sites. Failure to do so will cause relevant payment transaction pages not being displayed
and hence your transaction request cannot be processed.

Step 1. Select Tools from the Menu bar.

Step 2. Select Internet Options.

Cmim T8 Ol Pl smim s el

Figure 1.2-1

STEP 2: After successfully saving the barcode font to your computer, follow the steps below to
setup the barcode fonts in your PC.

STEP 3: Click on ‘Start’ - > ‘Setting’ - > ‘Control Panel'.

STEP 4: Double click on the ‘Fonts’ icon.
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STEP 5: Select ‘Install New Font.” in the ‘File’ menu of the Fonts dialog box. (Figure 1.2-2)

File Edit ‘iew Favoribes Tools Help

LR
| &

Open
Print

i

/.__ ) search !

i Falders

m|[Elxl=

A8

Create Shorkcut
Delete

Fename
Properties

Close

6] arial Marrow

Q] Arial Marrow Bold

) arial Marrow Bold Talic
Q] Arial Marrow Italic

) arial Unicode M5

@) Back antiqua

@) Baok antiqua Bold

@) Book antiqua Bold Ttalic
Q] Book Antiqua Italic

|6) Bookman Old Style

Q] Bookman Old Style Bold
@) Bookman Old Style Bold Tralic
|Q] Bookman Cld Style Thalic
Q] Comic Sans M3

@) comic sans M5 Bold

Q] Courier Mew

@) courier Mew Eold

Q] Courier Mew Bold Italic
@) courier Mew Ttalic

Q] Estrangelo Edessa

@) Frankiin Gothic Medium
|Q] Franklin Gothic Medium Ikalic
@) Garamond

|6) Garamond Bald

0] Garamond Ttalic

Q] (Gautarni

@) zeorgia

|6) Georgia Bald

Q] Georgia Bold Tralic

6] Georgia Ttalic

Q] Haettenschweiler Q] ‘webdings
Q] Irmpack ings
@) Latha ) wingdings 2
@) Lurida Consale ) wingdings 3
@) Lurida 5ans Unicods [A)wisT_Czec
Q] Mangal @ WST_Engl
@) Microsoft sans Serf |A)wsT_Fren
@ Modern @ WST_Germ
Q] Monotype Corsiva é] WST_Ital
[ ms cutlaok |A)wsT_Span
@) v Boli |A)wsT_Swed
Q] Palatino Linotype

Q] Palatino Linotype Bold

Q] Palatino Linotype Bold Italic
Q] Palatino Linotype Italic
Q] Raavi

é] Roman

é] Script

@] shruti

@] sylFaen

@] symbol

@] T2homa

@] Tzhoma Bold

@] Times rew Roman

Q] Times Mew Roman Bold
Q] Times Mew Roman Bold Italic
Q] Times Mew Roman Ikalic
@) Trebuchet Ms

@] Trebuchet MS Bold

Q] Trebuchet M3 Bold Italic
@] Trebuchiet M5 Tealic

Q] Tunga

Q] Werdana

@) erdana Bold

Q] Werdana Bold Italic

@) verdana Ttalic

lﬁstart”@ﬁw...v S| 3o w0 | @aw. | B Text.. |@Tos0 | (d2mi

| B wiero... | @ weo.., | D2, <] [« 3i0pm

Figure 1.2-2
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STEP 6: Go to the directory in which the font was downloaded and decompressed, and highlight the
name of the font. (Figure 1.2-3)

I Add Fonts

Lizt af fonts: 0k
3 of 9 Barcode [TrueTvpe]

Cloze

Select All

Folders:
o Dirives:

R ﬂ I =3 j Metwark. .

[kl

£ batch
£ Blaze
£ data
£ Docurnents and Se

I;l Downlaad =| ¥ Copy fants ta Fonts folder

Figure 1.2-3

STEP 7: Click ‘OK’ to end the installation.
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1.3 Internet Explorer Setup

1.3.1 Page Setup (Compulsory New Settings)

STEP 1: Start ‘Internet Explorer’ by a double click of its icon.

STEP 2: Select ‘Page Setup’ in the ‘File’ menu in Internet Explorer.

Page Setup

—Paper

Size:

[ <]
Source!

I.ﬁ.utu:u Select j

~Headers and Footers
Header
Fooker
— Origntatian —Margins (inches)
¥ Partrait Left: IIII.?S Right: 0.236
O Landscape Top: ID.lEE Bokkarn: I,'Zl.lEuEu

(0] 4 I Zancel | Printer. .. |

Figure 1.3-1

STEP 3: Remove all the wordings in the boxes under ‘Header’ and ‘Footer’. (Figure 1.3-1)
STEP 4:

For Internet Explorer 5.0:

Fill in the Margins of the page in inches: Top is 0.166”, Bottom is 0.166”, Left is 0.75” and Right is
0.25".

For Internet Explorer 6.0:
Fill in the Margins of the page in inches: Top is 0.166”, Bottom is 0.166”, Left is 0.75” and Right is
0.236".

STEP 5: Click the OK button.
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1.3.2 Cache Setup (Compulsory New Settings)

STEP 1: Select the ‘Tools’ menu, follow by ‘Internet Options’

General | Se-:urityl F'rivacyl I:l:nntentl I:l:nnnecticnnsl Prugramsl .ﬁ.dvancedl

—Hame page
% f'ou can change which page to use for vour home page.
Address: lizapifredir, dl?prd=iefpver

Uze Current I1ze Default I1ze Blank

— T emparary |ntermet files

o Pages wou view an the Internet are stored in a special folder
@& Y for quick viewing later.

Delete Cookies. .. Delete Files... Settings. ..
.
— Highary

% The Histary folder containg links to pages you've visited, for

quick access to recently viewed pages.

Dlays to keep pages in histary: IEIJ 3: Clear Higtory |

Colors. . | Faonts. .. | Languages. .. | Accezsibiliy. |
| k. I Cancel | Spply |
Figure 1.3-2

STEP 2: Under the ‘Temporary Internet files’ section, click on ‘Settings..." (Figure 1.3-2)
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STEP 3: Under ‘Check for newer versions of stored pages’, click on ‘Every visit to the page’ on the
top left hand corner as shown below. (Figure 1.3-3)

settings 2(x|

‘ Check For newer versions of stored pages:
&y ¥ Ewery visit to the page
i Ewery Lime you skark Int%net Explorer
" Automatically
" Mever

— Temporaty Internet files Folder

Current location:  Ci\Documents and SettingstadminiLocal
Settings! Temporary Internet Files),

Armount of disk space to use:
1

610 = MG

Movve Folder. . | Wiew Files, .. | Wiew Objects, .. |

Ik I Zancel |

Figure 1.3-3

STEP 4: Click on the ‘OK’ button, for the new settings to take place.

WP Online: User Guide Page 10 of 38



Technical Guidelines

1.3.3 Javascript Setup (Original Settings by IE)

STEP 1: Select ‘Tools’ menu in Internet Explorer as shown below.

a Ministry of Manpower - {mom 200206)

File Edit View Favorites | Tools Help

Qiack - Q) - [x] 7] @y MatandNens PelS sk
- : Pop-up Blocker r
Adress [ @] hitp: [fumm.mom.gc  yarae Add.ons...

Smdlm'ﬂ_ze.. .

Windows Messenger
Sun Java Console
MIMNISTRY OF
((( MANPOWER Internet Options. ..

Ca

Senices :

Home : e-Senvices . My.eCitizen : EA

Figure 1.3-4

STEP 2: Choose the ‘Internet Options’ under the ‘Tools’ menu and the following will be shown.

21 x|

General |5mﬂy|ﬁvaw|ﬂwﬁmlﬁmmlﬁngimslﬂdvmmdl

—Home page
% You can change which page to use for your home page.
Address: Ihtn:u:ﬂl.r.'l.r.'w.yahun.cnm

Use Curert | Use Defau Use Blank

— Temporary Intemet files

< Pages you view on the Intemet are stored in a special folder
@& Y for guick viewing later,

Delete Cookies... | Delete Files... Settings. ..

— History
The History folder contains links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in history: IEII} 3: Clear History |

Coors.. |  Foms.. | Lenguages.. | Accessbilty.. |

[ ok | cancel | ooy |

Figure 1.3-5
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STEP 3: Select the ‘Security’ tab and below screen will be shown. There will be a number of zones
shown namely Internet, Local intranet, Trusted sites, and Restricted sites. Please make sure that
yours is set at Internet.

General Mlﬁvawlﬂwﬁaﬁlﬂmmediml?mgmlﬁdvmmdl

Select a Web content zone to specify its secunty settings.

® © 0 @&

ntn-rru-t Local intranet  Trusted sites Restricted

sites
Intemet
This zone contains all Web sites you Cites |
havent placed in other zones =

— Securty level for this zone

Custom

Custom settings.
- To change the settings, click Custom Level.
- To use the recommended settings, click Default Lewvel.

Custom Level.. |  Defauit Level |

|T| Cancel | Sply |

Figure 1.3-6
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STEP 4: Click on the ‘Custom Level’ command box and Security Settings window appears.

Settings:

.NET Framework-reliant components -
& Run components not signed with Authenticode
{_) Disable
(s} Enable
() Prompt
& Run components signed with Authenticode
{_) Disable
(s} Enable
() Prompt
@ ActiveX controls and plug-ins
@ Automatic prompting for ActiveX controls

(s} Disable
() Enable
P R - Sy P u ) e B T
4 | 3
~Reset custom settings

Reset to: |Medium [~ Resst |
QK I Cancel |

Figure 1.3-7
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STEP 5: Scroll down to ‘Scripting’ section and make sure that ‘Active scripting’, ‘Allow paste
operations via script’, and ‘Scripting of Java applets’ are set to ‘Enable’.

Settings:

-@ Scripting ﬂ
Active scripting
{2} Disable
{*} Enable
) Prompt
Allow paste operations via script
() Disable
{*} Enable
) Prompt
Soripting of Java applets
) Disable
() Enable J

{ Prompt
[ PRPSRE Y | S Eyty ey x
1 | *

~Reset custom settings

Reset to: [Medium [ Reset

Figure 1.3-8
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1.3.4 Cookie Setup (Original Settings by IE)
STEP 1: Select the ‘Tools’ menu, follow by ‘Internet Options’
For Internet Explorer 5.0:

STEP 2: Click on the ‘Security’ tab. (Figure 3.1)

Secunty Settings

Settnps:
lﬂ © Prompt =]
Cookies
&7 Allow enckias that are shored on yoor compubar
) Dizable
& Enak J
Q) Frompd
&) Alow parsemion cockies [nat stored)
O Dizable
@ Enanl
O Frompd
5% [ owniond:
E2 il dowriioed

O Dizable =
F iy T e

1] | k

— Remat cuzbam setlings

HAezet In: |Madu‘n j Rt

e | e |
Figure 3.1

STEP 3: Scroll down to the ‘Cookies’ section, and check that cookies and their permission are
enabled.

For Internet Explorer 6.0:

STEP 2: Click on the ‘Privacy’ tab. (Figure 3.2)
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Generall Secuity  Privacy | Eu:untentl Eu:unneu:tiu:unsl F'ru:ugramsl .-’-'-.dvanu:edl

— Settings
0 b ove the glider to select a privacy zetting for the Intemet
= ZOne.
_ ¢ _ Medium
- - - Blocks third-party cookies that do not hak{%a compact
_ _ privacy policy
- Blocks third-party cookies that uze perzonally identifiable
~— information without yoLr implicit congent
- - - Restricts first-party cookies that uze personally identifiable
_ _ infarmation without implicit conzent
Irmpaort... | Advanced... I [refault
—'w'eb Sitez
T o ovemnde cookie handling far indradual YWeb sites,
click the Edit button,
Edit... |

] 4 | Cancel | Apply |

Figure 3.2
STEP 3: Click on the ‘Advanced’ button.

Advanced Privacy Settings d |

e Y'ou can choose how cookiesz are handled in the Internet
B ) zone. Thiz overndes automatic %kie handling.

— Cookies

[T Ovenide automatic cookie handling

Eirst-party Cookies Tihind-party Conkies
% fccept % fcoept
) Block ) Block
= Frompt = Prompt

™| lways allow session cockies

| k. I Cancel

Figure 3.3

STEP 4: Check that ‘First-party Cookies’ and ‘Third-party Cookies’ have ‘Accept’ selected. (Figure
3.3)
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1.3.5 Popup Setup (Original Settings by IE)

1.3.5.1 Microsoft Windows XP Service Pack 2 Built-in Pop-Up Blocker Setup

With the release of Microsoft’s Service Pack 2 (SP2), Pop-Up blocking is now directly integrated

into Internet Explorer. Note that by default, Pop-Up blocking is enabled within SP2. This section i.e

1.3.5.1 is only applicable to those using Windows XP Service Pack 2.
STEP 1: Select the ‘Tools’ menu in Internet Explorer

<} vahoo! - (mom 200206)
File Edit WView Fawvorites | Tools Help

(JBack » ) -+ ] |z] ) MailandNews e N
Pop-up Blocker
Address @htﬁ::ﬁwww.yahnn.l Manage Add-ons... Pop-up Blocker Settings...

Make '  Synchronize...

— Windows Messenger
| 4 5unJava Console

® Yal

Travel i~

Finar  Internet Options...

Balart Motannre- lrnanace | "L.lriHan"Ewl Aundin | Mira.

Figure 1.3-9

STEP 2: Choose the ‘Pop-up Blocker’ and click ‘Turn Off Pop-up Blocker’.

1.3.5.2 Alternate Pop-Up Blockers Setup

STEP 1: Right click on your toolbar as shown below. Kindly make sure that only ‘Standard Buttons’,

‘Address Bar’, ‘Links’, and ‘Lock the Toolbars’ are checked.

File Edit View Favorites Tools Help

tPBack ~ oJ ~ [x] A . | ) search <7 Favorites 4% | (I~ ﬁ Tils A v Standard Buttons
Address |@ hittp:/fwww . mom.gov.sg/ v Address Bar

Integrity » Sel

@ Singapore * :Tg!t
G

e

Search I

[ ]
- MINISTRY OF ContactInfo | F¢ ., | ook the Toolbars
( MANPOWER ] costome

Figure 1.3-10
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1.3.5.3 Allowed Sites Additions for Internet Explorer

STEP 1: Select the ‘Tools’ menu in Internet Explorer and below screen will show.

a Ministry of Manpower - {(mom 200206)

File Edit View Favorites | Tools Help

asad;vJ,@@ A Mail and News *@|*‘¢E
= = Pop-up Blodcker 3
Address IE:I http: fwwew . mom.gc Manage Add-ons...

Smdlmrﬁ_ze., .

Windows Messenger
Sun Java Console
MINISTRY OF
((( MANPOWER Internet Options. ..

O

||-'r|,l']| Bs

Home : g-4 My.eCitizen : FAQS

Figure 1.3-11

STEP 2: Choose the ‘Internet Options’ under the Tools menu and the following will show.

hid 2

General |5miy|ﬁvaq|ﬂmﬂmlﬂwmlﬁnﬂmlﬂdvmmdl

—Home page
% You can change which page to use for your home page.
Address: I http: /fwww. yahoo.com

Use Curent | Use Defau Use Blank

— Temporany Intemet files

- Pages you view on the Intemet are stored in a special folder
@& Y for quick viewing later.

Delete Cookies... | Delete Files. .. Settings...

— Histony
The Histony folder containg links to pages you've visited , for
quick access to recently viewed pages.

Days to keep pages in history: IED 3: Clear History |

Coos.. |  Foms.. | Lenguages. | Accessbity.. |

[ ok | cancd | ooy |

Figure 1.3-12
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STEP 3: Select the ‘Privacy’ tab and below screen will be shown.

Internet Ophions

2%

General I Securty Privacy |Cm'ten't I Connectionz I Programs I Advanced I

— Settings
£ Mave the sliderto select a privacy setting for the Intemet

| . i privacy policy
- Restricts third-party cookies that use personally
- ~ | identfiable information without your implict consent

- - i - Restricts third-party cookies that do not have a compact

Sies. | Import._. Advanced... Defautt

~ Pop-up Blocker
@ Prewvent most pop-up windows from appearing.

¥ Block pop-ups Settings. .

ok | cancel |

Apply

Figure 1.3-13
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STEP 4: Click on ‘Settings’ and below screen will be shown.

Pop-up Blocker Settings El

— Buceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
Weh sites by adding the site to the list below.

Address of Web site to allow:
|

Allowed sites:

Bemawe

B emone ol

Ia:

— Motifications and Filter Level
¥ Play a sound when a pop-up is blocked.
W Show Information Bar when a pop-up is blocked.

Fitter Lewel:
IMedium: Block most automatic pop-ups j
Pop-up Blocker FAQ Close |

Figure 1.3-14

STEP 5: Enter the allowed sites one at a time in the "Address of Web site to allow:” text box and
click on 'Add' button. Continue doing this until all the sites are displayed in the "Allowed sites:" box.
The list of allowed sites is as follows.

a. payment.consumerconnect.com.sg

b. www.enets.com.sg

C. www.enets.sg

d. www.jxgateway.com

e. dbsd2pay.dbs.com (for DBS/POSB Account holders)

f. uniservicesl.uobgroup.com (for UOB Account holders)

g. www.citibank.com.sg (for Citibank Account holders)

h. www.ocbc.com (for OCBC Account holders)

i. www.fairpriceplus.com (for FairPrice Plus Account holders)

j. Www.psi.gov.sg
Note: You should refer to the WP Online main page (after logging in) regularly for the
updated list of allowed sites.

STEP 6: Repeat Step 5 till you finish adding allowed sites.

STEP 7: Click ‘OK.
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1.3.6 SSL Setup (Original Settings by IE)

STEP 1: Select ‘Tools’ menu, follow by ‘Internet Options’.

STEP 2: Select the ‘Advanced’ tab.

Intermet Dptions

Genenal | Secuty | Contre | Connections | Proprams -"-"d\-'aﬂ'i’ﬂdl

Seflings

2 Donet reach Fom the Addiess ba ﬂ
O Just deplay the resuks nthe man windaw
3 Juztgotothe most kel ks
(2 S=cunity

D Check lor publisher's cethcale imvoc son

O Check o serve cethicale imvocson [isquies estait]

D [1a nct sawe erciypb=d pages bo disk.

O Emphy Terporan Inl=inst Files fakder when bavizer o cloz=d

E rable Profle dzsisten

[¥] Use Fart=zzs

O UseFCT 1.0

Use S5L20

Use S5L30

O UseTLETD

\Wem about nvald site cehiceb=:

O ‘wem it chargng between secure and nok s=cue mode

\W'emil fanms submilal iz beng redieck=d -

Hedor= Delaiks I

T s T
Figure 4

STEP 3: Scroll down to the ‘Security’ section. Ensure that ‘Use SSL 3.0’ is selected. (Figure 4)
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1.4 Netscape Communicator Setup

1.4.1 Page Setup (Compulsory New Settings)

STEP 1: Start ‘Netscape Communicator’ by a double click of its icon.

STEP 2: Select ‘Page Setup’ in the ‘File’ menu in Netscape.

STEP 3:

For Netscape 7.1:
Make sure all the tabs under the ‘Header and Footer’ section are set to ‘—blank-‘. (Figure 5.1)

Page Setup El

Formak & Options T Margins & Header/Fooker ]

— Margins {millimeters)

Lefk; ' ' Right:
i ’
R j

]
S

— Headers & Footers

[ --blarik-- | - ] [ --blark-- | - ] [ --blark-- | - ]
Left: Center: Right:
[ --blarik-- | - ] [ --blark-- | - ] [ --blark-- | - ]

[ (8] 4 ] [ Cancel ]

Figure 5.1
STEP 4:
For Netscape 7.1:
Fill in the Margins of the page in millimeters: Top is 14mm, Bottom is 20mm, Left is 10mm and

Right is 10mm. (Figure 5.1)

STEP 5: Click the OK button.
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1.4.2 Cache Setup (Compulsory New Settings)

STEP 1: Go to ‘Edit’ menu -> ‘Preferences..” under Netscape.

STEP 2:

For Netscape 7.1:

Under the ‘Advanced’ feature, click on the ‘Cache’ section. Ensure that the ‘Every time | view the
page’ near the middle portion of the screen is selected as shown below. (Figure 5.3)

x

Categary

Cache

iHelper Applicat, ., ||

-5mart Brawsing ~ Set Cache Options
i Internet Search

The cache keeps copies of freguently visited web pages on vour hard disk.

é'"TabbEd Browsing i Clicking Reload always shiows ywou the lakest version of a page.)
“Diownloads |
Cache: |5IZI | ME [ Clear Cache ]

[» Campaoser
[» Mail & MNevasgroups Cache Folder:
[* Instant Messenger [C:\DOCUMENTS AND SETTINGS|ADMINIAPPLICATION | Choose Folder..,
bIcQ Zache files will be stored in a subfolder named "Cache” of the directary wou
[» Privacy & Security specify, Restart Metscape For changes ko kake effect,
= Advanced

Compare the page in the cache to the page on the network:

:::E;:lfpbl:usa??dPrLuag\:s“ = @ Every time I view the page E% O QnNce per session
- cache () When the page is out of dat () Mever
- Proxies
HTTP Networking — Link Prefetching
- Software Insta. .. F‘reFetch_weI:u pages when idle, so that links in web pages designed For
- Mause Wheel prefetching can load Faster,
- Syeskem
Offline & Disk Space
s
[ Ik ] [ Cancel ] [ Help
Figure 5.3

STEP 3: Click on the ‘OK’ button.
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1.4.3 Javascript Setup (Original Settings by Netscape)

STEP 1: Go to ‘Edit’ menu -> ‘Preferences..” under Netscape.

STEP 2:

For Netscape 7.1:

Under ‘Advanced’ feature, ensure that the checkbox besides ‘Enable Java’ is checked as shown
below. (Figure 6.1)

x

ategor
Aoy Advanced
[» Appearance
= Mavigator — Features that help interpret web pages
- Hiskary
- Languages Enable Java
~Helper Applications Enable native object scripking
- Smart Browsing [] Send this email address as anonymous FTP password:
-~ Inkernet Search | |
- Tabbed Browsing
- Diownloads
[+ Composet — Quick Launch

[+ Mail & Mevasgroups
|:| Keep Metscape in memoty ko improve skartup performance

[» Instant Messenger

[+ ICO
[ Privacy & Security

If wou check this item, part of Metscape will skay in memory when nok in
use, allowing it ko skart up Faster,

b Advanced
Offline & Disk Space

b3

[ Ik ][ Cancel ] [ Help

Figure 6.1
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1.4.4 Cookie Setup (Original Settings by Netscape)

STEP 1: Go to ‘Edit’ menu -> ‘Preferences..” under Netscape.

STEP 2:
For Netscape 7.1:

Select the ‘Privacy and Security’ heading, follow by the ‘Cookie’ branch. (Figure 7.1) Ensure that
the ‘Enable cookies based on privacy settings’ is selected.

x

Zakegor q
Lt Cookies
[» Appearance =
= Mavigatar ookies are small pieces of information that some web sites ask to store on {and
- History later retrieve Framm) wour computer,
...Languages O Disab|E El:ll:lkjes
-Helper Applicat. .. () Enable cookies For the ariginating web site only

- amark Browsin
9 {(®) Enable cookies based on privacy settings

- Inkernet Search

- Tabbed Browsing () Enable all cookies
--Downloads =
[» Composer Disable cookies in Mail 2 Newsgroups
B Mail & Mewsgroups [] Ask me befare storing a cookie
Instant Messenger
[E jrals; ? [J Limit maximum lifetime of cookies to: %
7 Privacy & Security D
- Cookies O |:| days
- Images
~Popup Windows Manage Stored Cookies
~Farms
- Passwords
~Masker Passwo, ..

[ Ok ] [ Cancel ] [ Help

Figure 7.1
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1.4.5 PopUp Setup (Original Settings by Netscape)

Note: Only for Netscape 7.1:

STEP 1: Go to ‘Edit’ menu -> ‘Preferences..” under Netscape.

STEP 2: Under ‘Privacy and Security’, select ‘Popup Windows'. (Figure 8)

STEP 3: Check to ensure that the ‘Block unrequested popup windows’ is not checked.

Preferences

Cateqgory

Popup Windows

E---Smart Browsing ||

é---Internet Search ~ Popup Windows

i Tabbed Browsing

" Downloads [] Elock unrequested popup windows :]
[» Composer

—1 | Wheha popup window has been blocked:
[+ Mail & Mewsgroups

[ Instant Messenger 0
b 1€ | | J |
= Privacy & Securitw
- Zookies
-Images Maoke: Blocking all popups may prevent important Features of some web sites

R —r—— frarm working, such as login windows For banks and shopping sites. For
- Popup Windows details of how ko allow specific sites to use popups while blocking all others,
- Forms click Help, Even if blocked, sites may use other methods bo show popups.

- Passwords
~Master Passwa, ..
- Certificates

~Walidation
[+ Advanced
Qffline & Disk Space

1]

[ Ok ] [ Cancel ] [ Help

Figure 8

WP Online: User Guide Page 26 of 38



Technical Guidelines

1.4.6 SSL Setup (Original Settings by Netscape)

For Netscape 7.1:
STEP 1: Go to ‘Edit’ menu -> ‘Preferences..” under Netscape.

STEP 2: Select the ‘Privacy and Security’ section, follow by the SSL branch. (Figure 9.1)

x

Zategor
Lk Secure Sockets Layer (SSL)
~Languages |
~Helper Applicat. .. — 55L Prokocal Yersions

- amark Browsing

- Inkernet Search Enable S5L version 2 Edit Ciphers. .,

-Tabbed Browsing Enable 551 wersion 3
~Downloads Emable TLS
[» Composer
[+ Mail & Mewsgroups — 55l Warnings
[ Instant Messenger Metscape can alert wou bo the security skatus of the web page you are
[» ICO viewing, Sek Metscape ko show a warning and ask permission before;
= Privacy & Security Loading & page that supparts encryption
-~ Coakies = Loading a page that uses low-grade encryption
- Images
- Popup Windows Leaving a page that supparks encrypkion
—Farms [] Sending Farm data from an unencrypted page to an unencrypted page
- Passwords Wigwing a page with an encrkgtediunencrypted i

- Masker Passwo, ..,

- Certificates

~Walidation
[+ Advanced -

[ Ok ] [ Cancel ] [ Help

Figure 9.1

STEP 3: Ensure that the ‘Enable SSL version 3’ is checked.
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1.5 Installation of Adobe Reader

STEP 1: Proceed to Adobe website* to download the latest Adobe Acrobat Reader installation file.
(As at the point of this document, Adobe Reader 8 is the latest version of Adobe Acrobat Reader,
the following installation instruction will base on screen-shots from Adobe Reader 8)

STEP 2: Once you have downloaded the installation file. Run the file to start the installation
process. The first screen you will see upon execution is figure 10.1 below.

i Adobe Reader 8.1.1 - Setup

s

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder.

Install Adobe Reader 5.1.1 to:
C:\Program Files\Adobe\Reader .04

WARNIMG: This program is protected by copyright law and international freaties.

Change Destination Folder. .. ] | gext = | [ Cancel

Figure 10.1

STEP 3: Click on the ‘Next >’ button to confirm on the folder to install Adobe Reader into and you
will see figure 10.2 on the next page.

! http://www.adobe.com/products/acrobat/readstep2_allversions.html
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i& Adobe Reader 8.1.1 - Setup

Ready to Install the Program

Click Install to begin the installation.

If you want to review or change any of your installation folder, dick Badk. Clidk Cancel to
exit setup.

£

[ < Back ]L Install ] [ Cancel

Figure 10.2

STEP 4: Click on ‘Install’ button to proceed with the installation.

i Adobe Reader 8.1.1 - Setup

Installing Adobe Reader 8.1.1

The program features you selected are being installed.

ﬁ Please wait while setup installs Adobe Reader 8. 1. 1. This may take several
minutes.

Status: Copying new files

File: Annots.api Size: 4124259 bytes

[TIIIIIID |

Estimated time remaining: 35 Sec.

=]
m

Figure 10.3

STEP 5: Once installation kicks started, you can see the progress of the installation as shown in
figure 10.3 above. Please wait for the installation to complete.
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i& Adobe Reader 8.1.1 - Setup

Setup Completed

Setup has successfully installed Adobe Reader 8. 1. 1. Click Finish to exit setup.

Figure 10.4

STEP 6: Once installation completed, you will see figure 10.4 above. Click on ‘Finish’ button to exit
setup.

STEP 7: If you are prompted to restart the computer, please do so before you proceed.

STEP 8: To test the installation of your Adobe Reader, either open a PDF file, if you have one. You
may also test the installation by login to WP Online again and access the ‘Conditions of Work
Permit / Visit Pass for Foreign Worker’ link under ‘Download Information’. You will see the screen
shown in figure 10.5 if you have successfully installed Adobe Reader.

WPOL Menu

ErLogout

[ Apphy

- Withdraw

b Cancel Tn-Prindple
Approval (IFA)

F Issue

&.‘. [y

F-Cancel

- Changa Particulars

 Madical Insuranoe

Fouirin Schidis
Conditions of Work PaminVish Pass for Foreion Wik
Employrent
1. Thee Sordimn workir 3tal work oaly for T emplinrst specifiod in the Work Peepitt il Pass,
2 Tha St workbr s5al work oflly i the ootubofian spasilad m e W Paorffvist Poss.

. 3 The MR worked Shall ol engaos i of paricipas in Sy besiness of e i Setemoityps]
= Enquira .

+-Print Letters f i ) .

| Porms J Receipts 4 I the foreign widkad in & orign domeasde worked, the folign soler 3ol orly periors

C Gy s reskor O I eziopar’s residentof geicress of residentad

Fenm el ez
Bview Online Message i (8 B i e W PVt Pate

= Wiew Forms and
¢ Guidefines

Fr pownload Inlfermation
i=-Bar Code Font

S Trer foeeign worker thal resile o0 (b oo stipoiaied By Ine employer upon fhe
o TiiMEd B i ThE forsge wirks [ 00 i he aspler bt
oty SEFNERANET (RO i Peseter il SO0rEss

B Tre forgdgn wiwler sholl undergo @ medical ewdoiration by @ Sngapors regiviened docior o
and 'when diecisd by Se Conboles. ¥ the fowign wodked s certied medcally enit, hivher
Work Famnit dhial be rewolod

T, Tre forsksm worksr shal camy TEMEr engina! Work Parmit’vis Pass with Rimhe a1 a8 iees
and mus] produce 11 10 INSRCI0n On terand iy any pullc ofigar,

@, Tha lereign wotkar shall reooel 1o B Conlroler &5 afd when heishe is eotied by e
Canvolar 15 4080

Comtuct

B Conditicns of wedk
Permiit for Emplayer of
Fargign Domastc
Weemloar

G Thar foraian worber sheall fot 90 Soouch 2ny foom of MAmSs of Aok by Ty Under any

Figure 10.5
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STEP 9: To test the printing of a file viewed under Adobe Reader, please click on the icon as
highlighted in the Red Box in figure 10.5 (on the previous page). The below screen in figure 10.6

will appear.

Print

Printer

Mame: |Min::rn:-s::nfthfin::e Docurnent Image “Wiker V|

Comments and Formes:

Statuz: Headw

k3

Type: bicrozoft Office Document Image ‘writer Diriver

| Document and Markups

Frint B anige Presview: Compogite

@ al

T

8.27

ok

) Current view =

Subset:

[ ]Reverse pages
Page Handling

.
il

e &

Auto-Botate and Center

Copies: 1 11.

FPage Scaling:

[ ] Choose Paper Source by POF page size

=

[ Prirt ta file
Paper 8.3+11.7in
141 1]

Document: 3.5 % 11.00R

Frinting Iips] [ Advanced [ ]

] [ Cancel

Figure 10.6

STEP 10: Please ensure ‘Page Scaling’ is set to ‘None’ as shown in figure 10.6 and ensure the
correct printer is selected at the top. Click ‘OK’ button to send the displayed file to the printer. The

printed copy should appear exactly as what is displayed on screen.

1.5.1 Recommended Adobe Reader Settings

STEP 1: Activate your Adobe Reader by either double-clicking on the Adobe Reader icon on your

Desktop or from your Start Menu, under ‘All Programs'’.

STEP 2: Click on ‘Edit’ followed by ‘Preferences...” as seen in Figure 10.7 on the next page.
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*- Adobe Reader

File §=i18 View Document Tools  Window

Search Results

Preferences...

Figure 10.7

STEP 3: In Adobe Reader version 8, the Preferences dialog window will appear as below.

Preferences

Categories: ~Basic Tk — e —
E)oq.rrm‘ls T [use singlekey aorelerators o accses ook
[ Full Soreen | ¢
| General |
| Page Displary i -
- S | [F]msie Hand toal tead griides
{3 | [ [mebe riend toal use moise-whee! zooming
| ececsbilty | | [IMake Seisct tockselect mages before texct
| tdantity | | Eluse fred ressiution for Spapshot tolimages: ~ [72 & giwelsineh
Inmw R T R R TR Y R 1 G S Tt LU St LT U U R TR T
Irtermet »
MutSe arnings Y
[Meaaring (B) | | [looeet dhowedt murivgs ;
Meaawing () | [ ™ ;
:NE'E“"B”__ | pent
[Mtmedia Tust | | 7] chow page thumbrals in Print dislng
‘Reading
| Raviawing | B
" seanch | ¢ Apolcation S
Sty I [[]5how golash soreen
B 1 B : f
‘Tustdeansger | | [JUseonly ceried phagins  Currently in Cerified Mode: Yes
oK [ caen |
Figure 10.8

STEP 4: Click on ‘General’ in the box on the left and unchecked the box ‘Create links from URLS’.

STEP 5: Click on the ‘OK’ button at the bottom to complete the setup.
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1.6 Frequently Asked Questions

1.6.1 How do I configure my Printer Settings to print the forms nicely?

In your printer settings: set the paper size to A4, with the print resolution set to minimum dpi, and
use white paper for printing.

1.6.2 Can | use multiple windows to access the WP Online service?

No. Only use windows generated by our pages.

1.6.3 Should | use the web browser’s back and forward buttons?

No. Only use the menu and buttons from our WP Online pages.

1.6.4 What if | forgot to Logged out?

The WP Online services will automatically timeout in 30 minutes, when there is no action from the
user in this time period. As a form of good practice, do remember to logout so as to safeguard
yourself against unauthorized access.

1.6.5 Do I needto clear my cache in the Internet Browsers, after logging out?

As a form of good practice, clearing the cache will further ensure that the information you keyed in
will not be seen by another person. This is a recommended move, whenever you feel that the
accessed information is sensitive to you.

1.6.6 Who should I call if | encounter a technical issue?

You can call our technical support staff at 64385122 during office hours.

1.6.7 Why does my letter shrink in size when printed via Adobe Reader?

The ‘Page Scaling’ setting should be set to ‘None’ to prevent automatic scale down of the letter.
From the top menu-bar, click on ‘File’ and then ‘Print’. You may then change this setting from the
pop-up window as illustrated below.
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x)

Print

Printer

Mame: |Min::rn:-s::nfthfin::e Docurnent Image “Wiker V|

Comments and Formes:

Statuz: Headw
Type: bicrozoft Office Document Image ‘writer Diriver | Document and Markups Lo

Frint R ange Fresdes:; Compozite
@ al

{3 Curent view -

8.27

T
e’ L

Subszet:

[ ]Reverse pages

Page Handling
Copies: 1 e 1169

Page Scaling: | [ETENI - |

Auto-Botate and Center

[ ] Choose Paper Source by POF page size

Sk

[ Frint to fie Diocument: 3.5 2110100
Paper: 83x11.7in
141 1)
Frinting Tipz ] [ Advanced l [ ]S l [ Cancel

1.6.8 My letter appeared on a new browser window after | clicked the ‘Print’ button on the
letter selection page. Thereafter, | have also clicked on the URL displayed on the
letter and | am brought to another web page. How can | return to my letter?

Close the window that is displaying the new web page. The main window where WP Online letter
selection page is displaying should be brought back to you. Click on the ‘Print’ button again to
retrieve your letter.

1.6.9 My letter appeared on an Adobe Reader window after | clicked the ‘Print’ button on
the letter selection page. Thereafter, | have also clicked on the URL displayed on the
letter and my browser displaying the letter selection page is replaced with another
web page. How can | return to my letter?

Your browser’s ‘Back’ button may not work, you need to login again to WP Online. Repeat the steps
till you return to the letter selection page, and then click on the ‘Print’ button again. If you would like
to prevent this accidental click on the URL from happening again, you can refer to Section 1.5.1
Recommended Adobe Reader Settings to disable any hyperlinks on the URLs shown on the
PDF files.
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1.6.10 How to check whether my computer have Adobe Reader installed?

STEP 1: Usually, you should see this icon on your desktop once Adobe Reader is installed:

Adobe Reader
3

STEP2: If you cannot find this icon, click on “Start” button (usually at the lower left corner of your
desktop) followed by “All Programs”. In the list of programs displayed, you should be able to find
Adobe Reader, if it has been installed. See below image on how it may look like.

é Internet Explorer

(& Windows Media Player

All Programs ‘

[T Microsoft Office J
lfsj Cutlook Express
I B Adobe Reader 3

1.6.11 What will i see if | try to open a PDF letter with no Adobe Reader installed?
1) You will be prompted to save the Letter instead of viewing it.

File Download |'§|
Do you want to save this file?

@ Mame: Letter_1211342831251.pdf
Type: Unknown File Type, 78.7 KB

From: leapl.mom.gov.sg

Save ]l Cancel |

While files from the Intemet can be useful, some files can potertially

@ harm your computer.  you do not trust the source, do not save this
file. What s the risk?

2) Once the file is saved and you try to open it, you may be prompted with the below dialogue
box depending on your Windows version (image below is from a Windows XP PC).

Windows

e ] windows cannot open this file:
-

File: Letter_1211342926233.pdf
To open this file, Windows needs to know what program created it. Windows
can go online to look it up automatically, or you can manually select from a list of
Programs on your computer,

What do you want to do?

{#)Use the Weh service to find the appropriate program:
() Select the program from a list

I Ok, l[ Cancel ]

3) Clicking on “OK” button with the “Use the Web service to ...” option and you are still
connected to the Internet, your browser will open the below web page with a link to
download Adobe Reader.
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& Microsoft Application Search - Microsoft Internet Explorer
File  Edit

A-FE a Microsoft Applicatio. ..

View Favorites Tools Help

N
I‘g Windows" File Association

Windows has the following information about this file type. This page will help you find software needed to open your file.

File Type: PDF - Adobe Portable Document Format

File Extension: pdf

Description: Invented by Adobe Systems and perfected over 15 years, Adobe Portable Document Format (PDF) lets you
capture and view robust information — from any application, on any computer system — and share it with anyone around

the world.

Software or information available at:

s Adobe Reader
s Adobe Acrobat Family

You may search the following YWeb site for related software and information:
+ Windows Live Search

You may purchase or download software related to this file type from the following Web site:

¢ Windows Marketplace

Have questions? See these Erequently Asked Questions.

Copyright © 2008 Microsoft Corporation. All rights reserved. Terms of Use | Disability/accessibility | Privacy Statement

You can click on the link to download a free copy of Adobe Reader for your installation.

1.6.12 What should I do if | encountered an alert citing a site’s security certificate problem?

The WP Online eServices upgraded its security certificate from Entrust (L1C cert) on 12 Aug 2010.
The new SSL certificate is running on 2048 bits which would require additional authentication with
the Chain Server located at Entrust.
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If you encountered any of the following alerts on your web browser, your PC may not be updated
with the latest security certificate store.

Message in Internet Explorer version 5 & 6

Security Alert

W Infommation you exchiange with this ste cannot be viewed or
?ﬂ changed by others. However, there is 3 problem with the ste’s
securty certificate.

',i\_ The secunty cefficate was issued by a company vou have
not chosen to trust. Yiew the cerificate to determine whether
you want to trust the cedifying authority.

a The secunty certificate date is valid.

a The secunty certificate has a valid name matching the name
of the page youl are trying to view.

Do you want to proceed ?

[ Yes ] [ Mo ] ["u“lew Certificate J

Message in Internet Explorer version 7 & above

o
|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpage.
@ Continue to this website (not recommended).

&= More information
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Message in Netscape Communicator (NC) version 7.1 and above

Website Certified by an Unknown Authority i ﬂ

IUnable to werify the identity of unionlink. mom. gowv.sg as a trusted site,

Possible reasons For this errar:

- Your browser does not recognize the Certificate Authority that issued the site's certificate.,
- The site's certificate is incomplete due to a server misconfiguration,

- ou are connected to a site pretending ko be unionlink. mom.goy, sg, possibly to obkain wour
confidential information.

Please notify the site's webmaster about this problem.

Before accepting this certificate, vou should examine this sice's certificate carefully, Are yaou
willing ko to accept this certificate For the purpose of identifving the Web site
unionlink. mom, goy., sg7

Examine Certificate. ..

" Accept this certificate permanently
¥ Accept this certificate termporarily For this session

" Do not accept this certificate and do not connect ko this Web site

Ik, Cancel

Please click on the following links and follow the on screen instructions to update your browser’s
security certificate if you encounter the above alerts: -

a. Firstfile
b. Secondfile.
The download will update your computer security store to accept the new certificate and to access

to the secured eServices. If your download and installation of the two files are successful, you
should not see the security alert anymore.
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