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Topics
1. What are the cyber terror threats

2. What will be the new cyberspace

3. Exercise

4. Key Takeaways
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What are the cyber terror 
threats 
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Poll #1
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Which do you think are related to cyber terrorism? 
Can choose more than one.

1. Hotel data breach
2. Ransomware attack on MNC
3. Ransomware attacks on hospitals 
4. Asymptomatic COVID19 super spreader
5. Person died in ambulance on the way to hospital
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Ransomware as a Service
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Cases of Cyber Attack of severe impact
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Correction
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Cyber Terrorism

Cyber Terrorism VS Cyber Attack
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Cyber AttackTerror Attack
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What will be the new cyberspace 
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• Covid-19 has caused tremendous disruption and 
transformation to businesses and lives in Singapore and all 
over the world
• More working from home
• More online courses

• Digitalization of business is a way to survive

• Leverage Cloud Services for digitalisation
• Beware of shared responsibility model of cloud services

What will be the Covid-19 New Normal? 
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Current cyber landscape related to COVID19

• More online activities attracted more cyber attacks

• More phishing attacks using COVD19 baits/lures 

• WFH includes learning from home
• Leverage video conferencing systems
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Current cyber landscape related to COVID19
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• Ransomware; Also involves data leaks

• Data breaches (APTs and insider threats)

• Financial frauds (Business Email Compromise- BEC) 

• Denial of Service (DOS & DDOS)

Common Cyber Attacks
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The key findings from Chubb S’pore SME Cyber Preparedness 
Report for 2019 are:
• 65% SME had one cyber incident
• 54% of these incidents – SME bosses already knew of the risks
• 53% cyber incidents caused by employees 
• Most commonly breached data files – email traffic of Snr Teams
• Main concerns after a cyber incident:

• Relationship with customers (55%)
• Revenue and sales (51%)
• Public reputation (49%)
• Cost of the incident (from 46%)

S’pore SME Cyber Preparedness 2019
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Which problem statements are your concerns? 
Can choose more than 1

1) SMEs lack cyber defence and digital risk management capabilities to protect themselves against the 
increasing frequency and sophistication of cyber-attacks

2) SMEs lack a cost effective solution to safeguard themselves against the increasing frequency and 
sophistication of cyber-attacks and insider threats 

3) SMEs lack IT security support staff to support their daily business.

4) The incident response is too “slow” – manual processes;
• Incident response and digital forensic are not integrated into a single solution

Poll #2
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• Security principles remain relevant in the ‘new’ cyberspace

• CSA Be Safe Online (BSOL) guidelines and its Six Essentials 
still relevant

• Trends of bigger data leaks promoting 7th BSOL measure to 
Essential

• The Magnificent 7s – new backbone of Be Safe Online

• New technologies means BSOL measures done in different 
ways
• Fully integrated 

• Co-operative security – cybersecurity is a TEAM WORK

Be Safe Online
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Encrypt Your Crown Jewels
Encrypt classified or sensitive 
information to prevent exfiltrated 
data to be accessible by adversaries.

ESSENTIAL

7

Team Work is Key 15
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Security In The Covid-19 New Normal 
SEVEN

Encrypt Your Crown Jewels
Encrypt classified or sensitive 
information to prevent 
exfiltrated data to be accessible 
by adversaries.

ESSENTIAL

7

UNCLASSIFIED 16



© Cyber Security Agency of Singapore

Asset Based Cyber Defence (ABCD) of BSOL 
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How ABCD Works?
Cloud

InternetIntranet

Deployable in Several Environments Easily Integrated Real Time Monitoring

ESSENTIAL 6
Access Control

ESSENTIAL 1
Know Your Assets

ESSENTIAL 2
Allow Only 
Authorised
Software To

Work

ESSENTIAL 5
Detect 

Breaches
Promptly

ESSENTIAL 4
Giving The

Right Admin
‘Passes’

ESSENTIAL 3
Timely Patching
And Updating

ESSENTIAL 7
Encrypt Crown 

Jewels
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CSA suggests three requirements for secure conferencing 
1. Secure your endpoints used for communications and conferencing

2. Allow only authorized participants in the conference Or control 
Participants

3. Encrypt conference information from participants to participants

Our current assessment of many video conference systems: 
• Most do not have True E2E Encryption 

• Have to trust vendors to protect contents in VC server

• Look for VC that has Lobby/Waiting Room which can control user 
access

Plan to develop secure VC within VPN for sensitive discussions
• Nothing is recorded at service provider’s servers

Secure Conferencing In The Covid-19 New Normal 
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Exercise
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Exercise 1 (Ransomware Attack)

UNCLASSIFIED 20

Scenario: You downloaded an attachment from your business partner. After opening 
it, you noticed your computer became slower than usual and noticed a ransom note 
demanding payment and files on your desktop were encrypted. 

What should you do?
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Exercise 1 (Ransomware Attack)
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Scenario: You downloaded an attachment from your business partner. After opening 
it, you noticed your computer became slower than usual and noticed a ransom note 
demanding payment and files on your desktop were encrypted. 

What should you do?

A. Ignore it and continue to work without your computer and report to manager

B. Shutdown or restart your computer and report to manager

C. Disconnect the computer from the network including pulling out the network 
cable and call IT Team or Vendor and report to manager
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What can be done?
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• Actually once ransomware hit you, it’s Game Over if you don’t have any backups. 
Therefore Prevention and ‘off-line’ Backup is essential 

• Prevent
• ABCD (7 CSA Essentials) or other integrated security solutions

• Secure Backups

• Respond (this is included in ABCD Sec-aaS)
• Contain the infection; find and isolate infected computers

• Report and seek assistance from relevant authorities and follow their advice e.g. SingCert, 
PDPC Identify ransomware’s entry point(s) and rectify 

• Recover
• Clean infected devices

• Restore data through backups or recovered keys (No More Ransoms project)
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No More Ransom!
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Poll #3 (Website Test)

• Go to https://www.ssllabs.com/ssltest/index.htm

• Type in your companies website address
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https://www.ssllabs.com/ssltest/index.htm
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• Go to https://www.ssllabs.com/ssltest/index.htm

• Type in your companies website address

• Provide the Overall Rating in the Poll

• A

• B

• C and below 

• Others
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Poll #3 (Website Test)

https://www.ssllabs.com/ssltest/index.htm
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Summary -
Key Takeaways
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Summary - Key Takeaways
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• Cyber Attack attempts has increase during Covid-19

• CSA’s Be Safe Online relevant to defend your business

• https://go.gov.sg/csa-be-safe-online

• Leverage on trusted advisor and MSSPs

• Leverage on IMDA Grants to enhance Security
• https://go.gov.sg/imda-psg-itsolution
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https://go.gov.sg/csa-be-safe-online
https://govassist.gobusiness.gov.sg/productivity-solutions-grant/itsolution/it/
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Thank You for attending

UNCLASSIFIED 28


