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STAYING VIGILANT
AGAINST CYBER ATTACKS
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In today’s digital age, cyber attacks such as online scams
are more common. Attackers may try to “phish” for
sensitive information through fraudulent websites and
spoof messages. These attacks may also disrupt critical
infrastructures, such as in the case of cyber terrorism. As
such, organisations and their employees need to be well
prepared and protect themselves against these attacks.

Here are some precautions companies can take.

ERR ON THE SIDE OF CAUTION
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Remind employees to exercise extreme caution before responding
to messages, especially if the sender asks for sensitive
information or money. When in doubt, check with the relevant
authorities before responding.

For more information on safe and secure transactions,
visit mom.gov.sgl/transact-safely-and-securely.

DOUBLE CHECK WEBSITE URLS

Spoof websites attempt to impersonate legitimate content. Remind
employees to double check and verify website URLSs, and equip
them with the knowledge and tools to identify and report such
sites. Do not click on unfamiliar links, as these may contain
harmful malware that could compromise your IT systems.

UPDATE IT ASSETS AND INFORM
EMPLOYEES REGULARLY
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Spoofing

Safeguard your company’s IT assets by regularly updating your
data security software with the latest patches. Perform frequent
backups for important data offline, to prevent the loss of information.
Ensure that your employees are aware of the latest cyber threats
and update their software diligently.
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-SGSecure@Workplaces Bulletin-

STAY ALERT, STAY UNITED AND STAY STRONG.
BE PART OF THE SGSECURE MOVEMENT.

This SGSecure Bulletin (“Bulletin”) is available free-of-charge. This Bulletin may be printed or
downloaded onto electronic, optical or similar storage media for private research, study, or in-
house use only. Any person who seeks to copy or reproduce any material from this Bulletin must
do so accurately and acknowledge the Ministry of Manpower of Singapore as the source of such
material, without misquoting or misleading any form of information.

To unsubscribe from the Bulletin, or to provide feedback, please email us at
SGSecure_Workplaces @mom.gov.sg.




